
Protecting Your Sensitive
Information in Workday®

In a data-driven world, protecting your sensitive information is crucial for success. Keep your data secure with 
Rooster’s enterprise-grade security features that seamlessly integrate into your Workday® Recruiting platform.

Data Encryption
All user data and system backups 

are encrypted, at all times, with 
AES 256-bit encryption as a 

minimum standard. 

Data Privacy 
Any data processed in Rooster is 
solely used for the purposes of 

powering your services. You 
remain the owner of all sensitive 

information.

Data Security
Your data is hosted in one of our 

secure data centers and is 
logically separated with limited 

access. 

Data Ownership
Your data belongs to you. If your 
contract expires, you’ll have 30 

days to export all data.

Physical Security 
Rooster is hosted on GCP, 

providing you with a top-notch, 
physical data center for security 

and redundancy.

Security & Privacy 
Training

All Rooster employees are required 
to take mandatory security 

training within two weeks of their 
start date and annually to ensure 

the expert support that your 
organization needs. 

Principle of Least 
Privilege 

We don’t want keys to your 
kingdom. All security requirements 
have been trimmed to only ask for 

what is needed. 

Disaster Recovery
Rooster will regularly back up your 

data, present defined RTO and 
RPO, and audit backups on a 

frequent basis. 
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Rooster is equipped with full Office 365 GovCloud Support (GCC and GCC High (Levels 1-5)). This is critical 
for our government contractor clients who want to leverage Interview Scheduling with Workday.

Rooster integrates with GovCloud seamlessly – utilizing the same user interface, regardless of which 
Microsoft Cloud provider is used. This allows you to have multiple Microsoft Office 365 domains connected 
to Rooster, each using a different Microsoft Cloud.

We identified a problem and implemented our solution. Please reach out if you are an Office GovCloud 
client that wants to learn more about Rooster!

Microsoft Graph Global Service (default public cloud)

Microsoft Hybrid Cloud

Microsoft Graph for US Government L4 (GovCloud)

Microsoft Graph for US Government L5 (DOD)

Microsoft Cloud Germany

Microsoft Cloud operated by 21Vianet in China

GCC and GCC High

Rooster’s quick, well-defined process ensures your organization’s 
compliance with EU General Protection Regulation (GDPR) 
guidelines by entitling you to request us to erase any personal 
data we hold about you.

GDPR Compliance

Rooster is fully managed within the Google Cloud Platform,
delivering you leading edge technology and security

ISO 27001 Certification SOC 2 Certification CCPA Compliance
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